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Who are we?

A global technology company in the cybersecurity field.

Mădălina Bolboceanu Lattices in the context of PQ-crypto July 2, 2019 2 / 41



Research & Development team at the center of Bitdefender

Bitdefender Labs in Timisoara, Cluj-Napoca, Iasi, Bucharest

Research areas:

Machine Learning
Networking and Cloud Infrastructure
Security and Privacy
Cryptography
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Research in cryptography

studying security foundations and building advanced post-quantum
cryptographic solutions, mainly lattice-based

Miruna Roşca Mădălina Bolboceanu Radu Ţiţiu

{mrosca, mbolboceanu, rtitiu}@bitdefender.com

collaborations: ENS Lyon, Weizmann Institute of Science etc.
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How do we build public-key
crypto?
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one way
function

how to go back? (pk, sk)

(pk)

The scheme is secure if the underlying mathematical problem is
computationally hard.
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RSA cryptosystem

How to find d?

c = me mod N

m = cd mod N

m pk = (N = pq, e)

sk= d : d · e ≡ 1 mod ϕ(N)
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If one knows how to factorize N = pq

 RSA is broken

Can one factorize?
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What is a quantum computer?

A quantum computer is a theoretical device whose functionality relies on
the laws of quantum physics.

fundamentally different from a classical computer

can perform faster on particular tasks

Mădălina Bolboceanu Lattices in the context of PQ-crypto July 2, 2019 9 / 41



The threat of quantum computers

N = pq

g x ≡ y
mod q

O(2n/2)

Factoring
(Shor’s algorithm)

Discrete logarithm
(Shor’s algorithm)

Database Searching
(Grover’s algorithm)

Solves
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How close are we to quantum computing?

IBM
(2017)
50 qubits

Intel (2018)
49 qubits

Google (2018)
72 qubits

...still laboratory experiments
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So... what to do?

projects to protect data against quantum computers
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many post-quantum cryptography conferences, workshops
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NIST is calling!
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How to work post-quantum?

The public-key scheme is quantum secure if the underlying
mathematical problem is quantum resistant.

Which hard problems should we pick?
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Let’s work post-quantum!
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w2
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More about NIST competition

82 submissions until Nov 2017

69 first-round candidates on Dec 2017 (5 withdrawn)

26 second-round candidates on Jan 26, 2019:

Encryption/KEM Digital signatures Total

Lattices 9 3 12
Codes 7 7
Multivariate eqs 4 4
Hashes 2 2
Isogenies 1 1

Total 17 9 26

expected to last 12-18 months, after possibly a 3rd round
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Lattice-based cryptography
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What is a lattice?

Lattice

Let v1, v2, . . . , vn be linearly independent vectors from Rm. Then
L = L(v1, . . . , vn) = {

∑n
i=1 aivi |ai ∈ Z} is the lattice generated by them.

v1

v2
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Shortest Vector Problem

λ1(L):= the length of a shortest nonzero vector from L.

ApproxSVPγ

Find a short nonzero v ∈ L (in Euclidean norm). (e.g. ‖v‖ ≤ γλ1(L)).

v1

v2

v
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Closest Vector Problem

ApproxCVPγ

Given t, find a point from the lattice close to t.

t

w
v1

v2
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How hard are SVP/CVP?

Time

Approx.
factor

2n

2n
poly

poly

2
√
n

2
√
n

γ = O(1) NP-hard

γ = poly(n) time = 2n

γ = 2n  P

SVP and CVP conjectured to be hard to solve using quantum or classical
algorithms  use them in crypto!
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A particular lattice

Let A ∈ Zm×n
q . Then

ΛA = {y ∈ Zn|y = A · s mod q, for s ∈ Zn
q} is a lattice.

This is also equal to
ΛA = A · Zn

q + q · Zm
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Easy or not?

Suppose b a close vector to ΛA. Then

b = A · s + e ( mod q)

for s unknown and e small. How to find s ?

Equivalently, find s ∈ Zn
q from this linear system of noisy equations:

a11s1 + a12s2 + . . .+ a1nsn ' b1 (mod q)

a21s1 + a22s2 + . . .+ a2nsn ' b2 (mod q)

...

am1s1 + am2s2 + . . .+ amnsn ' bm (mod q)

expected to be hard problem
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Learning with Errors ?

Let s ∈ Zn
q,m ≥ n, αq >

√
n

{
A

u←−↩ Zm×n
q

e ←↩ Dαq

LWEq,αq distribution:

Search: Given LWE samples, find s .
Decision: Distinguish LWE samples from uniform samples.

?: Solve Search-LWEq,αq
quantum
=====⇒ Solve ApproxSVPγ , for γ ≤ poly(n).

Conclusion: use LWE in post-quantum crypto!
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LWE in crypto

Approx SVP LWE

FHE

FE

PRF

ABE

IBE

PE

Examples: FrodoKEM
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Pros and cons of LWE-based schemes

3 simple operations
3 quantum resistant
3 all known algorithms of
ApproxSVP are exponential in
n for polynomial approx.
factor.

7 large size of keys
7 slow computations
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Take structured matrices!
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vector  polynomial

Zn  Z[X ]/(f )

f monic, irreducible, deg f = n

LWE PLWE

example: f = X 4 + 1

vectors/matrices
a0 −a3 −a2 −a1

a1 a0 −a3 −a2

a2 a1 a0 −a3

a3 a2 a1 a0

 ·

s0

s1

s2

s3


polynomials

a · s mod f
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Polynomial LWE ?

R := Z[X ]/(f ), Rq := R/qR ' Zq[X ]/(f ).

Let s ∈ Rq.

PLWEf
q,Dαq

distribution :


a

u←−↩ Rq

e ←↩ Dαq over Rn ' R[X ]/(f )

output: (a, a · s + e mod qR)

Search: Given PLWE samples, find s.
Decision: Distinguish PLWE samples from uniform samples.
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More algebraic number theory:RLWE and RLWE∨?

Z[X ]/(f ) ⊆ K := Q[X ]/(f ) number field

OK := {x ∈ K |x root of monic polynomial in Z[X ]} ring of integers

O∨K := {y ∈ K |Tr(x · y) ∈ Z for any x ∈ OK} dual of OK

Z[X ]/(f ) OK

different error
sampling

PLWE RLWE

OK  O∨K
RLWE RLWE∨
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Variants of RLWE

Order-LWE [BBPS19]

RLWE∨

Module-LWE [LS12]

OK
 
O

O
K  O m

K
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RLWE in crypto

SVP on
special
lattices

PLWE

RLWE∨

Module LWE

RLWE

FHE

PRF

KEM

Examples: NewHope,
CRYSTALS-Kyber
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How hard is SVP on special lattices?

hot topic of research: ????

Time

Approx.
factor

2n

2n
poly

poly

2
√
n

2
√
n
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Pros and cons of PLWE/RLWE-based schemes

3 compact operations
3 quantum resistant

7 working with OK relies on f
7 approximation factor
depends on f

Solution:

a · b  a� b

PLWE
Middle

Product-LWE
[RSSS17]

a · b  take its middle d coefficients→ get a�d b
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State of the art and contributions

[Pei16][Pei16][LS15]

[AD17]

[PRSD17]

[RSSS17]

[BBPS19][BBPS19]

[BBPS19] [BBPS19]

[RSW18] [RSW18]

[RSW18] [RSW18][RSW18] [RSW18] [RSW18]

[RSSS17] [RSSS17]

decision
OLWE

search
OLWE

decision
RLWE∨

decision
RLWE

decision
PLWE

decision
MPLWE

search
RLWE∨

search
RLWE

search
PLWE

search
MPLWE

ApproxSVP
(inv. O-ideals)

ApproxSVP
(OK -ideals)

ApproxSIVP
(OK -modules)

decision
Module-LWE
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An LWE application
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Long-term encryption

I wanna store
my key.

Oh no...

’Alice’

I can store your key!

key

. . . . . .... ...

We can help you store the key!

’Alice’ ’Alice’

...

...

We can help you store the key!

key1 keyt

... ...

Yay, I can
safely store
my key!

application of [LST18]

... ...
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Thank you.
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